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Advice taken from the UK Council for Internet Safety and updated in line with KCSIE 2022 information 
Online safety in schools and colleges: Questions from the Governing Board (2022) 

 
Children have the right to enjoy childhood online, to access safe online spaces, and to benefit from all the 
opportunities that a connected world can bring to them, appropriate to their age and stage.  
 
The Department for Education’s Keeping Children Safe in Education (2022) statutory guidance states that, 
“Governing bodies and proprietors should ensure online safety is a running and interrelated theme whilst 
devising and implementing their whole school or college approach to safeguarding and related policies and 
procedures.  
 
This will include considering how online safety is reflected as required in all relevant policies and considering 
online safety whilst planning the curriculum, any teacher training, the role and responsibilities of the designated 
safeguarding lead (and deputies) and any parental engagement.”  
 

Designated Online Safety Lead: Natasha Edmonds-Chappell (HPS) 
Sandra Tanner (SNS) 

Safeguarding Governor: Emily Plummer 
Date Review Completed: October 2022 

 
Part 1 – Policies 
 

Does the school/college have an up to date online safety policy, mobile and smart technology, social media and 
acceptable use of technology in place?  
How does the school/college assess that policies are clear, understood and respected by all children and staff? 
Why this 
question? 

The DfE’s (DfE) 2022 ‘Keeping Children Safe in Education’ (KCSIE) statutory guidance states that “Online safety and the 
school or college’s approach to it should be reflected in the child protection policy. Considering the 4Cs (Content, 
Contact, Conduct and Commerce) will provide the basis of an effective online policy”. We advise that schools/colleges 
should address online safety in their child protection policy however, schools/colleges may also opt to address online 
safety as part of a standalone document 
 
Schools/colleges should “have a clear policy on the use of mobile and smart technology” which addresses how mobile 
and smart technology is managed on their premises.  
 
Schools should have “a staff behaviour policy (sometimes called the code of conduct) which should, amongst other 
things, include acceptable use of technologies (including the use of mobile devices), staff/pupil relationships and 
communications including the use of social media”.  
 
The 2019 DfE guidance document ‘Teaching online safety in schools’ states that schools should create “a culture that 
incorporates the principles of online safety across all elements of school life. The principles should be reflected in the 
school’s policies and practice where appropriate, and should be communicated with staff, pupils/students and parents. 
This will include, for example, in the child protection policy clear processes for reporting incidents or concerns.”  

What to 
look for? 

• Systematic and regular review of safeguarding policies, including child protection and/or online safety, on at least on 
an annual basis. All safeguarding policies are updated at least annually which Governors review. Online Safety Policy 
is written in-line with the guidance template from LGFL and updated at least annually. In-line with any in-year 
updates or changes by the DfE or local authority, policies are updated.   

• Policies reflect the individual schools’ local context. For example, they reference policies and procedures as set out 
by the Local Safeguarding Partnership and are appropriate and specific to the age/ability of learners and use of 
technology by the school/college. All safeguarding policies reference the LSCP policies and procedures throughout. 
The school’s procedures and practice always reflect the guidance set out by the LSCP.  

• Evidence that policies are readily available. For example, they are available on the school/college website, in staff 
handbooks, and on posters. Online Safety Policy has been placed on the school website. Staff can access the policy 
on the school system and My Concerns. Other safeguarding policies are also available via the school network and My 
Concerns and those that are appropriate for parents and carers are shared on the school website. 
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• Pupils/students, staff and parents are aware of the behaviour expectations regarding acceptable use of technology. 
For example, use of technology in the classroom, remote learning, social media and the use of mobile and smart 
technology. Staff, pupils and parents/carers are fully aware of the rules and expectations for use of technology  
through the online safety policy which states clear responsibilities for all parties, AUP, code of conducts as well as 
regular reminders which are shared; children are reminded of the expectations in their lessons taught throughout 
the curriculum as well as specific online safety lessons.  

• The school/college policies reflect the whole school/college approach to online safety and addresses the breadth of 
online safety issues, for example, the 4 Cs; Content, Contact, Conduct and Commerce. The policy states clearly the 
school’s approach to online safety and explains the risks and potential school responses (whether that is technology 
or educational) as well as understanding the importance interplay between the 4Cs as well as knowing the potential 
extra-familiar risks such as child criminal exploitation.  

• Policies are in line with current national guidance, for example ‘Keeping Children Safe in Education’ (2022) and ‘Early 
Years Foundation Stage’ (2021).  Policies are in-line with KCSIE 2022 and the Early Years Foundation Stage 2021 and 
these are cited in the policy. School have used the LGfL policy template as guidance.  

• The mobile and smart technology policy addresses use of school/college provided technology and personally owned 
devices on the premises. This should include, for example, tablets, games consoles, mobile/smart phones and 
wearable technology. We have a clear AUP for Electronic Devices (Appendix G Online Safety Policy) which all staff 
adhere too and pupils. The policy states clearly the expectations for mobile and smart for in school and personally 
owned device on the premises such as mobile/smart phones, tablets and smart wearable technology.  

What is 
good 
practice? 

• Collaborative production and review of policies. For example, evidence of the active use of pupils/students’ and 
parents’ views. The Online Safety Policy is written in collaboration with SLT and then shared with all staff. Pupils’ 
views (HPS) are taken into account when writing and adapting the policy. The children co-wrote their AUPs and this is 
discussed each year and reviewed by them. Parents are also able to give feedback in our annual surveys however 
feedback is as well welcome at any point in the school year. The AUPs were also adapted as parents wanted future 
guidance on how to keep their children safe online at home.  

• Evidence of monitoring and evaluation processes to ensure understanding of, and adherence to, policies. All staff 
have signed off on My Concerns that they have read and understood the Online Safety Policy. ‘National Online 
Safety’ annual update training for all staff members is completed which demonstrates their knowledge and 
understanding of Online Safety, which is in-line with our policy and practices. Staff, pupils and parents demonstrate 
their understanding and adherence to our policy through their compliant use of the online world and technology. We 
have had no breeches of the AUP or Code of Conducts which is another form of evidence to know we are following 
these appropriately. When a breach of the policy occurs, we ensure advice and information is shared with parents, 
staff and children and if needs be, a change in policy takes place.  

• Pupils/students, staff and parents are aware of and understand the online safety behaviour expectations, including 
the acceptable use of technologies and the use of mobile technology and smart technology. All staff, governors, 
volunteers and pupils (HPS) sign our Acceptable Use Policies including mobile technology and social media code of 
conduct. These are all shared annually and given to all new members of our school community. Regular 
communication is sent out to parents to provide them with support and advice on safe online behaviours. Our Home 
School Contact book (HPS) also outlines our expectation for acceptable use online and we have a Google Classrooms 
Code of Conduct that all pupils and parents must adhere too.  

• The school/college child protection policy recognises child on child abuse concerns which can take place online. For 
example, online sexual harassment, cyberbullying and consensual and non-consensual nude and semi-nude image 
sharing. The Child Protection & Safeguarding Policy has clear information and procedure for recognising child on 
child abuse concerns which take place online. We deal with online safety concerns in the same way that we deal with 
safeguarding concerns and online bullying in-line with our Behaviour & Anti-Bullying policy. All concerns are taken 
seriously and never minimised. Staff have received training on child on child abuse which includes the fact this can 
take place on line and how the school deal with these incidents.  

• Policies that address online safety are linked to other existing policies as appropriate. For example pupil/student 
behaviour, staff code of conduct/behaviour, use of camera/images and anti-bullying. The Online Safety is linked 
clearly to our Child Protection & Safeguarding Policy, Staff Code of Conducts, Acceptable Use Policies and the 
Behaviour & Anti-bullying Policy. The policies all reflect each other: procedures are clear and interlink. All policies are 
in-line with each other with the same ethos throughout that underpins our school’s values and aims.   

• Policies do not use and, where appropriate, actively challenge ‘victim blaming’ language and recognise that children 
are never responsible for the harm which they may experience, especially given the online context and the pervasive 
nature of social media and technology. Our Online Safety Policy and Child Protection & Safeguarding Policy have 
clear guidance on support for victims from any harmful incident including witnesses of incidents/disclosures. 
Through our PHSE teaching we ensure we teach the children about inappropriate online behaviour and speaking to a 
trusted adult, when they have concerns. We never use victim blaming language and state this in our policies. Our 
priority when dealing with a safeguarding concerns, including online safety concerns, is always with the victim and 
the support they may need. All online safety incidents are used as immediate learning opportunities in the affected 
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year groups to support pupils in an age-appropriate manner and in a sensitive way. Staff will also challenge any 
victim blaming language or practice used and guidance given for this not to be repeated.  

• Policies developed or adapted for different audiences. For example, age/ability appropriate versions.  The Online 
Safety Policy is shared with our pupils at an age-appropriate way through their AUPs which encompasses the whole 
policy. As the children move through the school the AUP changes and includes age appropriate online safety issues 
such as KS2 includes wearable technology, mobile phones, social media and online tutors.     

• Where schools opt to have a standalone online safety policy, it is clearly established as part of the school’s 
safeguarding policies, is developed by the Designated Safeguarding Lead and is linked/cross-referenced with existing 
policies. We have opted for a standalone online safety policy which completely reflects the school’s Child Protection 
& Safeguarding Policy and other policies and is a clear part of our safeguarding procedures and practices.  

When 
should you 
be 
concerned? 

• No or minimal online safety policies. Online Safety Policy is comprehensive with sections for all the main areas 
including roles and responsibilities for all roles, AUPs and Code of Conducts.   

• Policy is generic and not specifically relevant to the pupils’/students’ needs in the school/college. For example a 
national model policy template is used, but local information has not been included, or a policy is adopted by a group 
of schools/colleges and not adapted for each individual school’s/college’s context. The Online Safety Policy has been 
written for the school (using the LGfL model) but is significantly adapted, that meets the needs of its staff and pupils 
as well as reflecting local policies and practices. Policy is updated regularly to meet the changing needs of the school 
e.g. during lockdown an appendix to the current policy was added for safe remote learning and working. More 
recently we added wearable technology and responding to social media complaints in response to the school’s 
needs.    

• No/irregular review of online safety policies. Online Safety Policy is reviewed at least annually and always updated in-
line with Government and LA advice.  

• Policies exist but are not publicised to the school/college body and/or are not known and understood by staff and 
pupils/students. The Online Safety Policy (along with all safeguarding policies) are shared with staff and pupils (at age 
appropriate levels) as well as with our families. Staff can access the policies on the school’s network and via My 
Concerns where they are expected to acknowledge that they have read and understood this policy.  The policy is also 
shared on our school website. 

• Policies that address online safety are technical policies and/or are developed without oversight from the Designated 
Safeguarding Lead.  The online safety policy is written to reflect technical policy but with safeguarding being at the 
forefront of the policy. Safeguarding is reflected in each section of the policy and written by the DSL.  

• Policies use out-of-terms, reference dated technology and/or perpetuate victim- blaming language and attitudes. 
Our policy uses appropriate terms which are current and does not use victim blaming language or attitudes.  
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Part 2 - Report and Support mechanism 
 

What mechanisms does the school/college have in place to support pupils/students, staff and parents 
facing online safety issues? 
Why this 
question? 

The 2019 DfE guidance document ‘Teaching online safety in schools’ states that “It is important to create a safe 
environment in which pupils/students feel comfortable to say what they feel. If a pupil /student thinks they will 
get into trouble and/or be judged for talking about something which happened to them online they may be put 
off reporting it and getting help” and “it is essential all pupils/students are clear what the school’s reporting 
mechanisms are”.  

With regards to monitoring and filtering, the 2022 KCSIE statutory guidance states “governing bodies and 
proprietors should be doing all that they reasonably can to limit children’s exposure to [the above] risks from the 
school’s or college’s IT system. As part of this process, governing bodies and proprietors should ensure their 
school or college has appropriate filters and appropriate monitoring systems in place.”  

What to look 
for? 

• Online safety clearly recognised as a safeguarding issue within the roles and responsibilities of all staff in the 
school/college with overall responsibility held by the Designated Safeguarding Leads (DSL). The DSL is the lead 
for Online Safety and ensures all responsibilities are undertaken to their fullest. Online Safety is clearly part of 
our Child Protection & Safeguarding Policy and online safety concerns are treated in the same approach as a 
safeguarding concern. Understanding and managing online safety concerns is within our safeguarding training 
schedule (at least annually but also within other contexts the online safety element of any harm is taught). All 
staff know they are responsible for safeguarding all pupils and staff and this includes online safety.   

• Whole school/college approach to online safety that protects and educates pupils, students and staff in their 
use of technology with mechanisms to identify, intervene in, and escalate any concerns where appropriate. 
This includes robust reporting channels that are well-defined and clearly understood by all school/college 
staff, pupils/students and parents, and are consistently applied. All staff know and understand that any online 
safety concern is a safeguarding concern which is reported as such. Staff all know how to manage an online 
safety concern and when it needs to escalate to the DSL. Online safety concerns are reported using My 
Concern which is the same method as other safeguarding concerns, giving the DSL complete oversight on all 
concerns (as they will have a fuller picture of the child) and will support staff accordingly. The reporting 
channels are clear and well established in the school. Staff are quick to intervene, report and then adapt 
learning to address issues.  

• Clearly described procedures for responding to different online harms (such as sharing nude and semi-nude 
images; exposure to fake news; online bullying; online grooming). Within our Child Protection & Safeguarding 
Policy there is clear procedures for managing concerns about different online harms. Our teaching of sensitive 
subjects is within our PHSE curriculum at an age-appropriate level.  We follow Government and LA advice of 
managing concerns regarding online harms and follow the procedures and protocols set out by them. Staff 
are aware of how to manage nude and semi-nude images (they will not view them and report if they 
accidently do). Such a prompt to report fake news information and respond appropriately to this. Online 
bullying is investigated thoroughly and promptly at class teacher levels and then escalated if appropriate. Staff 
will report immediately online grooming and understand the seriousness of this and the sensitive nature of 
such disclosures.  

• Links into other relevant policies and procedures. For example whistleblowing and managing allegations, 
complaints. The Online Safety Policy and the Child Protection & Safeguarding Policy have clear links to 
whistleblowing policy (including local support and NSPCC helpline number), managing allegations policy and 
complaints policy. The school also have a low levels concerns policy which encourages staff to report a slight 
concern or worry to the headteacher. The DSL welcomes feedback on policy and practice and is always open 
to making appropriate changes to these.   

• Leadership staff are aware of and understand the decisions made by the school/college in respect to 
implementing ‘appropriate filtering and monitoring’. LGFL and Cygnet support the school with ensuring we 
have appropriate filtering and monitoring systems. This is managed by the DSLs. Weekly filtering and 
monitoring reports have been set up to report on any concerns including flagging any concerning searches. 
The DSLs also review the filtered websites to ensure we are not over blocking. Staff are prompt to report any 
filtering concerns and we use physical monitoring in all lessons as well. Any concerns raised from physical 
monitoring is reported in-line with our safeguarding procedures and reported to parents/cares for their 
support on this matter.  

• Regular review of monitoring and filtering provisions as part of safeguarding responsibilities. For example, 
evidence of communication between technical staff and DSLs. Within the termly safeguarding governor 
meetings, the DSL discusses monitoring and filtering provision. DSLs has records of communication between 
themselves and the technical staff as well as Cygnet having a record of all dealings of this aspect between 
them and staff members. Scheduled reports are saved on the school network for record.   
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• Recognition of online safety throughout other policies and procedures. Online safety is noted in all 
safeguarding policies and other policies as appropriate.  

What is good 
practice? 

• Well promoted and easily accessible online reporting mechanisms for pupils/students and parents. Through 
our AUPs and regular information sent to parents, they are aware of how to report an online safety concern. 
Pupils are taught in lessons ways to report an online safety concern and this is frequently revisited. As part of 
our annual signing of the AUPs we the children, we discuss the adults that they could report an online safety 
concern to (which is any member of staff and trusted adults at home) and methods of reporting this.  

• All staff are aware of helplines and reporting mechanisms for online safety issues that are available to adults 
and/or children, such as the Professionals Online Safety Helpline, Reporting Harmful Content, CEOP and 
Internet Watch Foundation. Through our online safety training and lessons we teach, all staff are aware of the 
support services and links to these are within our policy and on our websites. Children are taught about CEOP 
and other methods to report harmful content online. Helplines are shared with parents regularly and on our 
website.  

• The DSL and deputies have the appropriate skills and are trained to deal with the various risks related to 
online activity. There may be additional nominated members of staff who support this area with their 
expertise. The DSLs attend LA training termly and have completed the NOS Annual Online Safety Training for 
DSLs. All DSL have advance safeguarding training which gives them a deeper understanding of safeguarding 
risks including online risks. The DSLs will also seek advice and support from appropriate channels such as from 
the LA or Children’s Services. 

• All staff should receive safeguarding and child protection training (including online safety) updates as required 
and at least annually. All staff undertake annual update training each September which includes online safety. 
All staff complete the NOS Online Safety training annually which is updated with current Government 
guidelines and in-line with current issues and affairs both locally and nationally. The LA online safety trainer 
also undertakes training for teachers every two years.  

• Planned and effective peer support strategies. For example, reporting mechanisms/escalation processes 
supported by all school/college staff. Pupils and staff are taught about reporting concerns even if the victim is 
not them. Pupils are taught to report to a trusted adult and if that adult is a member of staff this would be 
reported to the DSLs. The school would then follow their set policy and procedure for escalating and 
supporting the concern. We have many online safety concerns that are reported by peers as they are ‘looking 
out’ for their classmates and care about their welfare.  

• Auditing of online behaviour and harms which provides baseline information from the pupils/students about 
the levels and types of online issues prevalent in the school/college. As we report all Online Safety Concerns 
via My Concern we can then use the data analysis tools to look at the types of online harms for our pupils. 
DSLs look at patterns of incidents and harms and feed this back to staff to ensure they are extra vigilant and 
put in the appropriate learning. Having said that our staff are quick to notice patterns and issues and raise 
them to SLT who can then report to parents/carers as well as look for appropriate support. This is also 
reported in the termly Governors report by the DSL to the lead safeguarding governor.  

• Regular evaluation of reporting channels and response procedures. All online safety concerns have the 
journey from disclosure to outcome noted via to My Concerns. As an SLT we discuss and evaluate our 
processes regularly and make changes where needed. Staff are now more able to response to incidences on 
the first incidence and openly seek advice and support from the DSL.  

• Online safety information/data highlighted within the Head Teacher’s report to the Governing board. Online 
Safety data is included within the Head Teacher’s report to the Governing board.   

• Appropriate filtering and monitoring decisions are regularly reviewed in line with the school/college’s needs 
and relevant information is clearly communicated to staff, pupils/students and parents. Our filtering and 
monitoring is looked after by the LGfL and reviewed regularly by the DSLs. Any changes the school need to 
make are immediately put in place by Cygnet and LGfL. Any information that needs to be shared with staff, 
pupils and parents is done so in a timely manner. Staff have a good understanding of our filtering and 
monitoring processes and decisions.  

• All staff, including governors and trustees, should receive appropriate safeguarding and child protection 
training, including online safety (as set out in KCSIE), at induction.  As part of our induction training all staff 
and governors receive basic safeguarding training which includes online safety.  All staff and governors also 
complete the annual update training within the first week of starting as well as an online module to 
demonstrate an understanding of KCSIE 2022. Governors also need to complete in-depth safeguarding 
training (by Andrew Hall) upon starting which includes online safety. Staff and Governors are also given the 
safeguarding policies and sign to say they have read and understood them.  

• Leadership staff have established a whole school culture that empowers pupils/students to report online 
safety issues without the fear of being blamed. Staff demonstrate active listening, build trusted relationships 
to facilitate communication, and provide non-judgemental support. As part of our safeguarding culture that 
we have worked tirelessly to build, our pupils feel able to report safeguarding concerns which include online. 
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We have a high level of disclosures which demonstrates that we have a trusted staff force which encourages 
our children to speak out if they are worried about anything. Our pupils openly report online safety concerns, 
particularly if they are worried about a peer. Staff listen actively and work to resolve online conflicts using 
restorative practices if appropriate and follow our schools’ behaviour policy if a consequence is needed. Our 
pupils will often bring online safety concerns into school the following day as they trust the adults in school to 
deal with issues sensitively and promptly. We are working on parents responding to incidents in such a way.  

When should 
you be 
concerned? 

• No/inconsistent reporting channels. Reporting channels are clear and consistent. 
• No recording processes to enable the school /college to identify and monitor concerns. All concerns are 

reported on My Concern and are therefore monitored.  
• Pupils/students and parents unaware of or lack confidence in reporting channels. Pupils are confident with 

reporting online safety concerns and parents are becoming more aware of their roles and responsibility with 
this.  

• Staff are unclear of how to support pupils/students and parents with online safety concerns. Staff know how 
to support with online safety concerns as well as knowing the reporting channels and when to escalate a 
concern.  

• Appropriate filtering and monitoring approaches are not in place, and/or there is a lack of understanding of 
the decisions made with respects to appropriate filtering and monitoring by the governors and leadership 
team. Appropriate filtering and monitoring practices are in place which are led by the DSLs and overseen by 
LGfL and Cygnet .  

• No or minimal online safety policies. Online safety policy is detailed and robust.  
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Part 3 - Staff Training 
 

How do you ensure that all staff receive appropriate, relevant and regularly updated online safety training? 
 
Why this 
question? 

The 2022 KCSIE statutory guidance states that “all staff should receive appropriate safeguarding and child 
protection training (including online safety) at induction” and that the training should be regularly updated with 
staff receiving updates “at least annually”. In addition, KCSIE requires that “safeguarding training for staff, 
including online safety training, is integrated, aligned and considered as part of the whole school or college 
safeguarding approach and wider staff training and curriculum planning”.  

Annex C of KCSIE outlines the role of the designated safeguarding lead and states that “the DSL should take lead 
responsibility for safeguarding and child protection (including online safety)” and that given the significant level of 
responsibility involved, they should be given additional time, funding, training and resources to carry out the role 
effectively. It also states that the DSL should be “able to understand the unique risks associated with online safety 
and be confident that they have the relevant knowledge and up to date capability required to keep children safe 
whilst they are online at school or college [as well as] recognising the additional risks that children with SEND face 
online.”  

Part two of KCSIE also states that all governors and trustees should receive appropriate safeguarding and child 
protection, including online, training at induction. This training should “equip them with the knowledge to provide 
strategic challenge to test and assure themselves that the safeguarding policies and procedures in place in 
schools/colleges are effective and support the delivery of a robust whole school approach to safeguarding”. This 
training should be regularly updated.  

The 2019 DfE guidance document ‘Teaching online safety in schools’ states that “school staff have access to up to 
date appropriate training/CPD and resources, so that they are confident in covering the required content in a way 
that is relevant to their pupils/students’ lives.”  

What to look 
for? 

• Training which improves staff knowledge of, and expertise in, safe behaviours and appropriate use of 
technologies. Standalone Online Safety Training and other safeguarding training ensure that staff are given 
the knowledge and expertise in safe behaviours and appropriate use of technologies. Staff also sign an 
Acceptable Use for electronic devices, AUP for online behaviour and a social media code of conduct.  

• Audit of the training needs of all staff. Staff are asked what training they require for all safeguarding key 
issues including online safety. Questionnaire of staff needs completed and used to structure LA training in 
May.  

• Online safety training is included in the safeguarding and child protection training that all governors and 
trustees should receive at induction. Online safety forms part of the safeguarding training for all governors 
upon induction as well as in the in-depth Governors Safeguarding Training by Andrew Hall. Governors also 
complete the Annual Online Safety Training for Governors provided by the NOS which is updated each year.   

• That all staff training, including training for governors/trustees, is regularly updated. Training is updated at 
least annually and the content of the training is also updated in-line with the ever changing online world. 

• Online safety training as an integral part of the required, at least annual, safeguarding training for all staff. 
Online safety training as an integral part of induction for all new staff.  Within the basic safeguarding 
induction training and the annual safeguarding update training, online safety is included. Staff also complete 
NOS annual safeguarding training and other modules that are relevant. Online safety training is embedded 
part of our safeguarding training programme.  

• Online safety training coordinated by the DSL. The DSL organises online safety training for all staff including 
governors and families. The DSL also trials the training before it is shared with staff to check for quality.  

• Evidence that the DSL (and their deputies) has ensured that their knowledge and skills regarding online safety 
is robust. DSL and deputies attend LA based training, read NOS & LA update briefings and complete the 
annual NOS DSL training – this ensures they have robust knowledge and skills for online safety. DSLs also 
receive the Alan Mackenzie newsletter which discusses current concerns and trends and this information is 
then disseminated to staff and parents if appropriate.  

What is good 
practice? 

• DSL and their deputies have a higher level of training, knowledge and expertise on online safety issues, with 
clearly defined responsibilities related to online safety provision for the school/college community. The online 
safety policy clearly sets out the roles and responsibilities for the DSL and deputies and this includes the 
provision for online safety across the school. The training that the DSL and deputies have is at a higher level of 
training, knowledge and expertise than teaching and non-teaching staff. Training focuses on being strategic 
leads for online safety across the school. DSL undertake wider reading on the subject as well.  
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• DSL is given the additional time, funding, training, resources and support they need to carry out the role 
effectively. The Designated Safeguarding Lead is given enough time, funding and training to carry out the role 
effectively. The DSL main responsibility is safeguarding and this takes up the largest proportion of their time 
and includes online safety.  

• Expertise in online safety is developed across a pool of staff, to ensure transfer and sustainability of 
knowledge and training. We pride ourselves that all staff members would feel confident to 
teach/support/report on online safety. New staff receive NOS online safety training. Support staff receive 
regular updates regarding online safety. All staff including office admin and site team complete basic NOS 
safeguarding training annually. LA training is provided for all teachers and the DSL ensures the key messages 
from this are disseminated to all other staff members.  

• Online safety training clearly established within the school/college’s wider safeguarding training. Online 
safety training is clearly embedded in our safeguarding training program as a core element that is revisited 
regularly.  

• Training content is regularly updated to reflect current research and advances in technology as well as local 
policy and procedures. LA training is up to date with relevant content including research and advances in 
technology. NOS training always reflects current research and advances in technology this included lesson 
resources, parental & staff information that is shared. This information is always updated in-line with current 
affairs and advances in technology including social media and apps. Old training is never reused due to the 
vast changes that happen at a rapid speed in regards to online safety.  

• Online safety training is given to all new staff as part of induction. All staff complete the NOS school staff 
training within their first half a term of employment.   

• Governors/trustees access appropriate and updated training which includes online safety. Governors 
complete specific online safety training as well as the annual update safeguarding training which includes 
online safety.  

When should 
you be 
concerned? 

• DSL and deputies lack appropriate training and authority in online safety. Training is appropriate and relevant 
and DSLs have the relevant authority for managing online safety across the school.  

• DSL and deputies are not given enough time and resources to carry out their role effectively. Specific role as 
the DSL so sufficient time is allocated and resources to support leading online safety effectively.  

• No recognised individual/group for online safety or they lack appropriate training and authority. The DSL is 
the lead person for Online Safety. The deputies will undertake the DSL’s roles and responsibilities in her 
absence and support her in this role. All SLT members are confident with managing online safety concerns and 
would be able to seek advice from services. All staff are able to report concerns to SLT including admin staff 
and the site team.  

• No, little or out-of-date training for all staff. If online training is provided then it is not updated 
frequently/ever. All training is up-to-date and all staff receive this regularly (at least annually).  

• There are some staff that have no online safety training. All staff have received online safety training.  
• Regular updated training (at least annual) is not undertaken. The Single Central Register shows clearly that the 

annual online safety training has been completed by all staff.   
• Training on online safety does not meet the needs of staff and there is no audit of staff needs carried out. 

Training is designed to meet the needs of all staff and their role. Training knowledge and understanding is not 
limited to their role as all staff must understand the wider aspects regarding online safety including what we 
teaching the children, what is a concerns and how this is managed, support services and information that we 
share with parents.  

• Training based on outdated resources/materials, or materials which lack accuracy. Our annual training is 
provided by the NOS which is up-to-date. Information we share regularly with staff and families is provided 
mainly by the NOS, Think u know, UK Safer Internet and Internet Matters which are all highly regarded 
providers.  

• Lack of clarity on who coordinates staff training. As part of the DSLs role it is clear that she coordinates staff 
training and responsible for the completion of this.    
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Part 4 - Teaching and Learning 
 

Describe how your school/college provides the learning required to educate children and young people to 
build knowledge, skills and confidence with regard to online safety. This will included learning contained 
within the statutory (September 2020) Relationships Education, Relationships and Sex Education (RSE) and 
Health Education, the Computing curriculum, Citizenship and other subjects where relevant. 
Why this 
question? 

In England, online safety has been embedded since 2020 in Relationships Education (Primary), Relationships and 

Sex Education (Secondary)1 and Health Education for all pupils in state-funded schools2. For many years before 
2020, Computing was the main curriculum home for online safety but there is much more detail in the RSHE 
curriculum.  
 
Children have a right to education about their rights across both online and offline contexts, as well as how to 
respect the rights of other online users. Equally they need to be taught who to ask for help if things go wrong. The 
internet does not yet provide a safe and equal space for all children, and so we believe they have a right to be 
taught how to best navigate potential risks online and to have their own safety strategies recognised and 
supported. Education alone does not protect children. Children are not responsible for their own abuse online or 
otherwise even if they do not follow the safety messages /education taught in schools and other settings.  

What to look 
for? 

• Evidence that online safety is seen as part of and driven by safeguarding, and therefore a subject with obvious 
leadership and safeguarding team involvement. Online safety is lead by the DSL across the school, it is an 
integral part of safeguarding and all concerns are dealt with as such. The DSL and computing lead are 
relentless in their drive for all stakeholders to understands online safety and be responsible for the part they 
play.  

• Teaching draws from the DfE guidance ‘Teaching online safety in schools’ (June 2019) and there are no 
obvious gaps that are not addressed somewhere within the curriculum. Our Online Safety curriculum ensures 
there is full coverage of the DfE 2019 guidance. This teaching is fully embedded in our curriculum and there 
are no gaps.  

• Teaching enables children and young people to achieve the learning outcomes described within the UK 
Council for Internet Safety (UKCIS) framework ‘Education for a Connected World’ (2020). All pupils are given 
the opportunity to achieve the learning outcomes described in the Education for a Connect World document 
and we use the NOS teaching material to ensure this.  

• Proactive planned online safety education programme which is:  
- Taught across all age groups and progresses as pupils/students grow and develop. Our online safety 
curriculum is taught from Nursery to Year 6 and has clear progression each year to ensure we build on skills, 
knowledge and understanding.  
- Regular as opposed to a one-off online safety session. Online safety is to taught as part of our Computing 
curriculum, main focus lessons are taught each half term but also other opportunities across the curriculum 
are used to develop children’s knowledge and understanding. Also when a concern arises or a local or 
national online safety issue occurs we ensure we use this as a teaching opportunity.  
- Supports pupils/students in developing strategies for navigating the online world. Lessons are aimed to 
ensure pupils are able to naviigate the online world and understand the potential harms around them when 
using technology.  
- Embedded across and beyond the curriculum. Online safety is embedded in our curriculum and all subjects 
provide opportunities for its teaching. Teachers use the curriculum to provide a context for online safety 
teaching, this includes homework opportunities and information shared with parents.  
- Incorporates/makes use of relevant national initiatives and opportunities such as Safer Internet Day and 
Anti-bullying week but does not wait to address these issues until a certain part of the year or a dedicated 
‘online safety week’. We use all national initiates as extra opportunities on-top of our planned curriculum to 
provide our children with online safety knowledge and understanding such as Safer Internet Day and Anti-
Bullying Day etc.  

• Reactive and responsive teaching through lessons, conversations and informal chats that reflect issues in the 
school. For example, bullying on WhatsApp is addressed immediately and not left until a scheduled date 
where it was planned to be covered in a lesson. All online safety issues are addressed promptly and teaching 
sessions are provided for this when matters arise. Teachers will instigate circle times, reflective chats and 
whole class lessons on the back on an issues that has arisen.  

• Appropriate and up-to-date resources are used that are realistic, reflect pupils’ lived experiences, and follow 
the latest pedagogical approaches, such as not employing scare tactics. Resources are all appropriate and 
relevant which are sought from reliable sources. We never use scare tactics but we do not shy away from 
hard-hitting and sensitive subjects: we always share these resources with parents/carers.  
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• All stakeholders are involved in the process, including pupils and parents. All stakeholders are informed of the 
process and involved where appropriate.  

• Pupils/students are able to recall, explain and actively use online safety education. Pupils are confident at 
recalling and explaining their online safety education and this is seen in our Learning Showcase events, pupil 
questionnaires and pupil voice surveys. Most online safety concerns are reported by pupils who are being 
vigilant towards their peers’ online behaviour which is a sign that our teaching is competent.   

• Teachers have access to appropriate training, ensuring expertise and understanding underpins their teaching. 
Teachers have appropriate training from the LA and the NOS which uses expertise knowledge and 
understanding of online safety. This training underpins their teaching and gives teachers the confidence to 
create lessons that are appropriate for their classes.   

What is good 
practice? 

• Online safety is embedded throughout the school/college curriculum. This means that the opportunity to 
develop the knowledge, skills and confidence of pupils/students, on issues related to online safety, are 
planned into all relevant lessons such as in PSHE education, including Relationships and Sex Education, 
Citizenship and Computing. Online safety is fully embedded in all areas of the curriculum across the school 
and a core aspect of our PSHE and computing curriculum. Our online safety curriculum ensures that pupils 
develop the knowledge and skills to confidently navigate the online world safely. We take opportunities in 
PSHE to teach children about online issues where appropriate.  

• Regular review of the online safety curriculum to ensure its relevance to pupils/students. We review our 
curriculum annually and update teaching resources as well. This is then shared with parents.  

• The school/college uses the Education for a Connected World framework to review and quality assure online 
safety education. Our online safety curriculum has full coverage of the Education for a Connected World 
framework and our provision is reviewed regularly in-line with Government and LA guidance – this is at least 
annually but could be more often depending on the needs of our pupils.  

When should 
you be 
concerned? 

• Online safety is not clearly seen as a safeguarding subject. Online safety is seen as a safeguarding subject and 
always managed in this way. All staff and children understand this as well.  

• Ad-hoc/one-off sessions on online safety, such as sessions only delivered through assemblies or drop-down 
days. Online safety is a planned part of our provision that has been carefully scaffolded to meet the needs of 
our pupils and school community.  

• Content used is inaccurate, irrelevant or out of date and/or inappropriate for the age/ability of the 
pupil/student. All online safety learning is delivered in an age appropriate manner, is accurate and 
(information/resources taken from reliable sources that have been verified) and is relevant and up-to-date 
(quality assured from reliable resources). 

• Resources/materials used with pupils/students relies on fear, shock or victim blaming approaches. Our 
approach to online safety always has the victim at its heart with a supportive approach set. Some of the topics 
taught are hard hitting but never do we do this in an insensitive manner or to create fear or shock. We want 
to educate the children so that they understand the potential online harms that they may face when using 
online technologies and our aim is always for the children to feel safe online and informed.  

• The programme of study in place is not progressive or sustainable. For example, there is a substantial reliance 
on external providers/visitors to deliver online safety education and/or is delivered in response to a specific 
issue. Our online safety education is rarely delivered by an outside provider. Any external visitors would only 
be to support our already thorough curriculum such as teaching of a specific online safety issue or in reaction 
to a sensitive online safety harm this could include having a visitor from the Police, LA or specific service. Our 
curriculum is sustainable as it’s an embedded part of our teaching which has clear progression across the 
school.  

• No means to evaluate the effectiveness of provision and assess pupils/students’ learning in the area.  PSHE is 
assessed in-line with all other curriculum areas so as a school we can judge pupils knowledge and 
understanding. Pupil surveys also give a good insight to pupils understanding. The DSL evaluates the provision 
of Online Safety with the Computing Lead. The responses from pupils have shown a good understanding of 
online safety concerns and harms. Pupils are prompt to report concerns which is a good indication that that 
the curriculum we deliver is effective.    

• The school/college is failing to teach the statutory requirements for online safety contained within the 
Relationships Education, Relationships and Sex Education and Health Education guidance. (September 2020). 
We teach the statutory requirements for online safety included with the 2020 Relationships Education and 
KCSIE 2020.  

• The school/college has not aware of or cannot explain how the Department for Education’s ‘Teaching online 
safety in schools’ guidance has been used to review and quality assure the programme of study for Online 
Safety. We have used the DfE’s 2019 guidance to review and quality assure our programme of study for 
Online Safety.  

• The programme of study for online safety is not embedded across the curriculum. It is not taught, or 
minimally taught in PSHE education including Relationships and Sex Education, Computing and Citizenship and 
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is not part of the curriculum offering for other subjects as appropriate. Online Safety is embedded across the 
curriculum in all subject areas. We do have standalone Online safety lessons outside of PSHE but all teachers 
find opportunities in all subjects to further embed this learning.  

• The school/college is not providing a range of learning opportunities necessary to meet the learning 
objectives, such as those identified in the UKCIS ‘Education for a Connected World’. The school uses the 
Education for a Connected World framework to scaffold our Online Safety provision and we provide a wide 
range of learning opportunities to teach this. Evidence is clear from teacher lesson slides and activities as well 
as the pupils being able to articulate this. We use the NOS programme of study which covers the Education 
for a Connected World framework in its entirety.   

• The school cannot explain how overlap is avoided between RSHE and Computing in order to avoid duplication 
or how the curriculum is flexibly adapted in line with the latest harms and incidents. We do not duplication 
lessons intentions however we do repeat messages through out of school curriculum in an age-appropriate 
way. Our curriculum is updated each year in line with the latest harms as well as responding to incidents in a 
flexible manor.  
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Part 5 
Whole school community engagement and education 
How does the school/college engage and educate parents and the whole school /college community with 
online safety?  
Why this 
question? 

The 2019 DfE document ‘Teaching online safety in school’ states that the school culture should “incorporate the 
principles of online safety across all elements of school life ... reflected in the school’s policies and practice ... 
communicated with staff, pupils/students and parents.” and “Schools should also ensure they extend support to 
parents, so they are able to incorporate the same principles of online safety at home.”  
 
KCSIE 2022 identifies that schools and colleges are likely to be in regular contact with parents and carers and 
communications should be used to reinforce the importance of children being safe online. For example, 
parents/carers are likely to find it helpful to understand what systems schools/colleges use to filter and monitor 
online use. Parents and carers should be aware of what their children are being asked to do online, including the 
sites they will be asked to access and be clear who from the school/college (if anyone) their child is going to be 
interacting with online.  

What to look 
for? 

• Engagement with parents/carers on relevant online safety content within the RSE and Health Education 
curriculum and consultation with them when policies are formed or updated. We engaged with parents when 
we updated of PHSE curriculum with the new RSE curriculum and consulate on key points. We share lesson 
content with parents regularly so that they are fully aware of our teaching on sensitive issues (including online 
safety harms like Child Criminal Exploitation) and seek their feedback on these.  

• Regular communication, awareness-raising and engagement on online safety issues and reporting routes, 
through using different communication channels such as social media, the school/college website and 
newsletters. Our school website is regularly updated with online safety information as well as our social 
media platforms (at least weekly on twitter and Instagram with key online safety messages). Within the 
monthly newsletter we have an online safety feature each half term and continue to send our information to 
families throughout the school year in small manageable chunks. Our website includes clear reporting 
procedures for parents and advice to support children with online safety. NOS parents training sent to 
families to complete.  

• Regular opportunities for engagement with parents on online safety issues, such as awareness workshops. 
Regular information shared with parents via email and social media to continuing to spread key messages in 
small manageable chunks. Weekly NOS #WakeupWednesdays shared. Parents training is shared regularly and 
annual online safety sessions are held at school. During our termly Learning Showcases we also use this as an 
opportunity to share online safety teaching and learning as well as send this information home.  

What is good 
practice? 

• Parents/carers are proactively engaged in school/college activities that promote the agreed principles of 
online safety. For example, this may involve co-designing programmes to ensure parents’ (and their 
children’s) experience of emerging online issues are reflected. Feedback in our annual survey around the 
parents/carers AUP policy was taken and requests for ideas for future training for parents/cares around 
online safety was asked for. Parents/carers actively give feedback to staff around online safety and suggest 
ways for other parents to engage with this which the school willingly taken on.  

• Interactive engagement with parents, with the aim of building skills, language and confidence to support their 
children in responding safely to online harms, as well as general awareness on online safety issues. During 
Learning Showcase events we engage with parents regarding online safety to explain the skills, knowledge 
and understanding the children have learnt for this subject which in turn is hoped to build confidence in 
children and their families when it comes to online safety. NOS Parents Training provided which is updated 
each year.  

• Regular and relevant online safety resources and sessions offered to parents. Relevant resources will cover 
key online risks and behaviours displayed by pupils/students at different ages in the school/college. Weekly 
NOS posters and guides sent to parents/carers. NOS and Thinkuknow resources provided regularly in 
response to local and school issues as well as part of our planned curriculum which are age-appropriate. 
Parental guides to online behaviours and advice given for specific age ranges and dedicated online safety 
parents session with the LA.  

• Evidence of pupils/students working with their parents to develop their understanding of online issues. 
Learning Showcase events demonstrate what the children have learnt in their online safety lessons that term. 
We also share regular activities and information for parents and children to share such as an ‘At home 
agreement’ for technology or social media.   

• Online safety information available in a variety of accessible formats, such as for those with English as an 
additional language. Online safety information can be provided in different formats if asked for by parents 
and sign posted via the LGfL website. We provide information in a variety of formats such as worded policies, 
posters, short briefings and infographics.    
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When should 
you be 
concerned? 

• No/minimal awareness-raising on online safety issues. Continuous and relentless raising awareness of online 
safety issues and harms for parents, staff and pupils.  

• No engagement or consultation with parents on online safety content as a part of RSE and Health Education 
curriculum. We consulted our parents of key aspects of our PSHE curriculum as well as share with them 
specific lessons so that they can support at home. We continuous aim to engages our parents/carers with our 
online safety teaching so that they can support from home too and continue the same message.  

• No online safety engagement with parents. A proportion of parents have completed the NOS training and 
attended specific online safety sessions in school. During our ‘Learning Showcase’ events we also teach the 
parents about what the children have learnt that term for online safety as well as share this information via 
email with them.   

• Out-of-date, inaccurate and/or purely reactive advice provided to parents. We share weekly advice with 
parents/carers for online safety which is relevant for the current technologies or local/national harms.  

• Recurrent concerning online behaviours amongst pupils/students (such as younger pupils playing games 
aimed towards older adolescents and adults) Online safety issues are always shared with parents/carers to try 
to stop them reoccurring. When reoccurring issues arise, we address the issue with the whole year group/key 
stage or school through our teaching and communication with parents. This method of response has been 
affective thus far.   

 

1 School means all schools, whether maintained, non-maintained or independent schools including academies and free 
schools, non-maintained special schools and alternative provision including pupil referral units.  
2 Guidance on Health Education does not apply to independent schools, which must meet the Independent School 
Standards as set out in the Education (Independent School Standards) Regulations 2014. However, they may find the 
sections on PSHE helpful. It does, however, apply to academies and free schools.  
 

                                                           


